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Deploying Web Services Security Infrastructure
Challenge is assembling building blocks to satisfy end-to-end requirements on security
and availability

Authentication
Authorization
Some problems
g Router F G:t::vtay F Application
How to precisely specify this plan? Constraints are global. Cluster w Clugter w Servers
How to reconcile constraints, and synthesize component configurations? L I L
o
New site needs to be added. How to reconfigure as: : Encrypt credit
- Requirements change? ° Encryption via Reliable card information
- New site isadded or deleted? e fadt-tolerant network of I Messaging
o IPSec Tunnels
How to reason about this? 5 I
- How much defense in depth isthere? °
- Are there single points of failure? d — n -
How to diagnose configuration errors? XML
WAN Router F Batows F Application
How to troubleshoot these? Cluster w "éu stery w Servers
How to sequence configurations? UL UL}
—
Router F G:t,:v:r-a F Application
Cluster w Y w Servers
Cluster




There is no theory of configuration

What are intellectual processes of system administrators?

Language to specify system configuration logic:
requirements on security, functionality, fault-tolerance...

How much defense in depth in a system?
Is there a single point of failure?

Configuration Error Configuration Emor Requirement
Diagnosis ! Fixing Verification

These reasoning tasks are all manually performed. But reasoning with FOL is hard.
System requirements can’t even be precisely specified, hence automation of reasoning tasks is impossible

Leads to high cost of inffastructure ownership

‘Configuration Sequencing
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Quotes

...operator error is the largest cause of failures...and largest contributor to time to repair ... in two of the three
surveyed) ISPs........configuration errors are the Iargestcategowof operator errors. — David Oppenheimer, Archana
anapathi, David A Patterson. Why Internet Services Fail and What Can Be Done About These? Proceedings of
4th Usenix Symposium on Internet Technologies and Systems (USITS ‘03), 2003.
- http:/lroc.cs.berkeley .edu/papers/usits03. pdf

Although setup (of the trusted computing base) is much simpler than code, itis still complicated, itis usuallydone
byless skilled people, and while code is written once, setup is different for every installation. So we should expect
thatit's usuallywrong, and many studies confirm this expectation. — Butler Lampson, Computer Security In the
Real World. Proceedings of Annual Computer Security Applications Conference, 2000.

- http:/lresearch.microsoft.com/lampson/64-Security InRealWorld/Acrobat. pdf

Consider this: ....the complexity [of computer systems]is growing beyond human abilityto manage it....the

overlapping connections, dependencies, and interacting applications call for administrative decision-making and

responses faster than any human can deliver. Pinpointing root causes of failures becomes more difficult. —Paul

Horn, Senior VP, IBM Research. Autonomic Computing: IBM's Perspective on the State of Information Technology.
- http://www.research.ibm.com/autonomic/manif esto/autonomic_computing.pdf

65% of attacks exploit configuration errors. — British Telecom/Gartner Group.

IP/VPN services market $18 billion in 2003. — Infonetics
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New Concept: Requirement Solver

A components A requirements

v v

System Components System Requirements in FOL

Alloy (MIT)
FOL - Boolean logic
compiler

l

SAT Solvers
With policy-based Configurations <—l (Very fast)

networking, this work
has to be done by system

designer.
Transformations

, I FOL formula model

System components, e.g., hosts, servers, routers, firewalls



Fault-Tolerant VPN

lllustrates composition of FT systems into larger FT system

All internal interfaces and GRE
IPSec Tunnel ¢ Hub Router = tunnels such as these are in
°

GRE Tunnel Py L] RIP domain

Firewall policies
permit ESP and IKE
packets

All external interfaces such
as these are in OSPF domain

Hub Router

* Full mesh of IPSec tunnels does not scale
» Linearly-scaling solution can have single point of failure



Current VPN Configuration
Process

New Cisco IOS configuration needs to be
implemented at all VPN peer routers! For 4
node VPN that is more than 240 command
lines
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!

ip class
ip routd
noiph

hostname AI-RTR

L}

crypto isakmp policy |

authentication pre-share

crypto isakmp key SNIBS-RTR key with AI-RTR address 128.128.128.2
crypto isakmp key PNIBS-RTR _key with_ AI-RTR address 148, 148.148.2
crypto isakmp key SN2-RTR_key with_ AI-RTR address 1381381382

1

crypto ipsec transforme-set 1PSecProposal esp-des esp-sha-hmac
L]

crypto map vpa-map-Ethernet0/0 33 ipsec-isakmp
setpeer 128.128,128.2

set transformeset 1PSecProposal

match address 142

crypto map vpn-map-Ethernet0/0 34 ipsec-isakmp
sctpeer |48.148,148.2

set transform-set 1 PSecProposal

match address 143

cryplo map vpa-map-Ethernet0/0 35 ipsec-isakmp
setpeer |38.138,138.2

set transforme-set | PSecProposal

match address 144

]

interface Tunncl0

ip address 35.35.35.2 255.255.255.0

tunnel source 158.158,158.2

tunnel destination 128.128,128.2

crypto map vpn-map-Ethernet0/0

L}

mterface Tunnell

ip address 33.33.33.2 255.255.255.0

tunnel source 158.158,158.2

tunnel destination 148,148, 148.2

crypto map vpn-map- Ethernet0/0




Ne‘twork Components . . ...

Interface
*Physical Interface 4 +ike
* Internal Interface Subnet v. " «esp
od « External Interface * Internal Subnet < «gre
‘hubExternalinterface  * External Subnet 0
*spokeExternalinterface > .
. Permissions
T permit
.«/- deny
RIP Routing OSPF Routing ipPacket
Domain Domain

Component Attributes
IPSec Tunnel
.............................. . Farace
— chassis: router
- network subnet
TR .G.R.E.T;UPI'.\GJ ° - routing: routingDomain

. ipsecTunnel
. — local: extemalinterface,
firewallPolicy - remote: extemallnterface,
— protocolToSecure: protocol
. greTunnel
— localPhysical: externallnterface

- remotePhysical:extemallinterface
- routing:routingDomain

WAN . firewallPolicy
Legacy Router -  prot: protocol
Router - action: permission
Hub Router — protectedInterface: physicallnterface
. ipPacket

— source:interface,
— degtination:interface,
— prot:protocol



A WO DN

A T T

10.

175

List of Network Requirements

RouterinterfaceRequirements

Each spoke router hasintemal and

extemal interfaces

Each access server hasintemal and

extemal interfaces

Each hub router has only external
interfaces

Each WAN router has only extemal

interfaces

SubnettingRequirements

A router does not have more
than one interface on a subnet

All intemal interfaces are on
intemal subnets

All external interfaces are on
extemal subnets

Every hub and spoke routeris
connected to a WAN router

No two non-WAN routers share a
subnet

RoutingRequirements

RIP is enabled on all internal
interfaces

OSPF isenabled on all external
interfaces

12.

13.

14.

15.

16.

GRERequirements

There isa GRE tunnel between
each hub and spoke router

RIP isenabled on all GRE
interfaces

SecureGRERequirements

For every GRE tunnel there isan
IPSec tunnel between
associated physical interfaces
that secures all GRE traffic

AccessServerRequirements

There exists an access server and
spoke router such that the server
is attached in “parallel” to the
router

FirewallPolicyRequirements

Each hub and spoke extemal
interface permits esp and ike
packets

Human administrators reason with these in different ways to synthesize initial network, then
reconfigure it as operating conditions change.

Can we automate this reasoning?
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RouterinterfaceRequirements

Each spoke router hasintemal and
extemnal interfaces

Each access server has intemal and
extemal interfaces

Each hub router has only extemal
interfaces

Each WAN router has only extemal
interfaces

Configuration Synthesis:
Physical Connectivity and Routing

SubnettingRequirements . Hub
RIP Domain Router
A router does not have more
than one interface on a subnet ®

All intemal interfaces are on
intemal subnets

All external interfaces are on
extemal subnets

Every hub and spoke routeris
connected to a WAN router

No two non-WAN routers share a
subnet

RoutingRequirements

RIP isenabled on all internal
interfaces

OSPF isenabled on all external
interfaces

. Tos

6 OSPF Domain

o
WAN
+ ® Router

ynthesize network, satisfyR1-R11 for

1 hub router, :
1 WAN router, Requirement Solver generates

1 spoke router solution. Note that Hub and Spoke routers
1 intemal subnet, are not directly connected, due to Requirement 9

2 external subnets
1 internal interface,
4 external interf aces,
RIP domain,
1 OSPF domain
10
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10.

14

12.

13.

RouterinterfaceRequirements

_ Strengthening Requirement:
Each spoke router hasintemal and S
extemal Interfaces Adding Overlay Network

Each access server has intemal and
extemal interfaces

Each hub router has only extemal
interfaces

Each WAN router has only extemal
interfaces

. . GRE Tunnel Hub
SubnettingRequirements RIP Domain Router

A router does not have more
than one interface on a subnet
All intemal interfaces are on
intemal subnets

All external interfaces are on
extemal subnets

Every hub and spoke routeris
connected to a WAN router

No two non-WAN routers share a
subnet

OSPF Domain

WAN
Router

RoutingRequirements

RIP isenabled on all internal
interfaces

OSPF isenabled on all external
interfaces

GRERequirements

There isa GRE tunnel between

each hiub:and:spoke: Touter To synthesize network, satisfy R1-R13 for
i'f"; r'fsa‘c’g:b'ed on all GRE . previous list of components &
. 1 GRE tunnel

NOTE: GRE tunnel setup and RIP domain extended to include GRE interfaces
automatically!

11
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10.

11.

12.

13.

14.

RouterinterfaceRequirements

Each spoke router hasintemal and
extemnal interfaces

Each access server has intemal and
extemal interfaces

Each hub router has only extemal
interfaces

Each WAN router has only extemal
interfaces

SubnettingRequirements

A router does not have more
than one interface on a subnet

All intemal interfaces are on
intemal subnets

All external interfaces are on
extemal subnets

Every hub and spoke routeris
connected to a WAN router

No two non-WAN routers share a
subnet

RoutingRequirements

RIP is enabled on all internal
interfaces

OSPF isenabled on all external
interfaces

GRERequirements

There isa GRE tunnel between
each hub and spoke router

RIP is enabled on all GRE
interfaces

SecureGRERequirements

For every GRE tunnel there isan
IPSec tunnel between
associated physical interfaces
that secures all GRE traffic

IPSec Tunnel °®

Strengthening Requirement:
Adding Security For Overlay Network

OSPF Domain

WAN
Router

To synthesize network, satisfyR1-R14 for
. previous list of components &
. 1 IPSec tunnel

NOTE: IPSec tunnel securing GRE tunnel set up automatically

12
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10.

11.

12.

13.

14.

RouterinterfaceRequirements

: Strengthening Requirement:
Each spoke router hasintemal and . .
pHemal infsitaces Adding Remote Access Service

Each access server has intemal and
extemal interfaces

Each hub router has only extemal AccessServerRequirements
interfaces
Each WAN router hasonly extemal  15.  There exists an access server
interffaces and spoke router such that the
server is attached in “parallel”
SubnettingRequirements to the router e Hub Router

A router does not have more
than one interface on a subnet
All intemal interfaces are on
intemal subnets

All external interfaces are on
extemal subnets

Every hub and spoke routeris
connected to a WAN router

No two non-WAN routers share a
subnet

WAN

RoutingRequirements
Router

RIP is enabled on all internal
interfaces

OSPF isenabled on all external
interfaces

GRERequirements

There is a GRE tunnel between
each hub and spoke router

RIP is enabled on all GRE
interfaces

SecureGRERequirements «  To synthesize network, satisfy R1-R15 for previous list of components and 1
additional access server.

For every GRE tunnel there isan

IPSec tunnel between . Note: Access server interfaces placed on correct interfaces and RIP and OSPF

associated physical interfaces domains correctly extended with internal and external interfaces, respectively
that secures all GRE traffic 13



Component Addition: Adding New Spoke Router

Hub Router

To add another spoke router satisfy requirements R1-R16 for previous components and one additional spoke router and
related components

Note: New subnets, GRE and IPSec tunnels set up, and routing domains extended automatically

14



Component Addition: Adding New Hub Router

¢ Hub Router 5
L

Hub Router

To add another hub router satisfy requirements R1-R16 for previous components and one additional hub router (and
related com[ponents)

New subnets, GRE and IPSec tunnels set up, and routing domains extended automatically

15



Verification: Adding Firewall Requirements & Discovering Design
Flaw

¢ Hub Router 5

Hub Router

Symptom: Cannot ping from one internal interface to another
Define Bad = ip packet is blocked

Check ifR1-R16 & Bad is satisfiable

Answer: WAN router firewalls block ike/ipsec traffic

Action: Create new policy that allows WAN router firewalls to
pass esp/ike packets

16



Summary & Future Directions

« Configuration plays central role in web services infrastructure synthesis &
management

 We need a theory of configuration to automate synthesis and realize
“autonomic” behavior

* Fundamental problems:

Specification languages

Configuration synthesis

Incremental configuration (requirement strengthening, component addition)
Configuration error diagnosis

Configuration error troubleshooting

Verification

Configuration sequencing

Distributed configuration

PUINZD N B @O N =%

» Proposed formalization of 1-7 via Alloy and SAT solvers

» Future directions:
— Scalable algorithms to solve above problems.

17



Thank You
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