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Overview

« Two examples:
— Mode problem on flight-deck

— Mobile device in the context of process control,
using information relevant to spatial context to
Interpret user action

» The actions that the system might perform
may depend on previous operator actions or
context

* Require ways to check the design of such
devices in order to understand these contexts
better and the effect that they have

 Talk discusses the role that model checking
can play and different modelling notations
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Altitude bust problem (Palmer,
Degani, Rushby)

MCP influences aircraft ascent/descent depending on operating
pitch mode

VERT_SPD (vertical speed pitch mode): instructs the aircraft to
maintain the climb rate indicated in the MCP (the airspeed will
be adjusted automatically)

IAS (indicated airspeed pitch mode): instructs the aircraft to
maintain the airspeed indicated in the MCP (the climb rate will
be adjusted automatically)

ALT_HLD (altitude hold pitch mode): instructs the aircraft to
maintain current altitude

ALT_CAP (altitude capture mode): internal mode used by the
aircraft to perform a smooth transition from VERT_SPD or IAS
to ALT_HLD (see ALT below)

A capture switch (ALT) when armed causes the aircraft to stop
climbing when the altitude indicated in the MCP is reached
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MCP (includes, attributes, actions)

interactor MCP
includes
aircraft via plane
dial(ClimbRate) via crDial
dial(Velocity) via asDial
dial(Altitude) via ALTDial
attributes
vis pitchMode: PitchModes
vis ALT: Boolean
actions
vis enterVS, enterlAS, enterAH, toggleALT,
enterAC
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MCP (action effects and permissions)

axioms
# Action effects
0) [] plane.altitude = 0
1) [crDial.set(t)] pitchMode'=VERT_SPD A ALT'=ALT
2) [asDial.set(t)] pitchMode'=IAS » ALT'=ALT
3) [ALTDial.set(t)] pitchMode'=pitchMode * ALT'
4) [enterVS] pitchMode'=VERT_SPD A ALT'=ALT
) [enterlAS] pitchMode'=IAS N ALT'=ALT
6) [enterAH] pitchMode'=ALT_HLD A ALT'=ALT
7) [toggleALT] pitchMode'=pitchMode » ALT' neq ALT
8) [enterAC] pitchMode'=ALT_CAP A ~ALT'
Permissions

9) per(enterAC) ->
(ALT A (IALTDial.needle - plane.altitudel <= 2))
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MCP (obligations and invariants)

# Obligations

(10) (ALT A(IALTDial.needle - plane.altitudel <= 2) ->
obl(enterAC)

(11) (pitchMode=ALT_CAP A (plane.altitude=ALTDial.needle) ->
obl(enterAH)

# Invariants

(12) pitchMode=VERT_SPD -> plane.climbRate=crDial.needle

(13) pitchMode=IAS -> plane.airSpeed=asDial.needle

(14) pitchMode=ALT_HLD -> plane.climbRate=0

(15) (pitchMode=ALT_CAP A plane.altitude<ALTDial.needle) ->
plane.climbRate=1

(16) (pitchMode=ALT_CAP A plane.altitude>ALTDial.needle) ->

plane.climbRate=-1
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Modelling the environment

Interactor aircraft
attributes
altitude: Altitude
airSpeed: Velocity
climbRate: ClimbRate
actions
fly
axioms
[fly] (altitude' >=altitude - 1 ~ altitude' <=altitude + 1) *
(altitude' <altitude -> climbRate' <0) »
(altitude'=altitude -> climbRate'=0) ->
(altitude' >altitude -> climbRate' >0)
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Pilot expectation about how the
system operates

- “Whenever the pilot sets the automation to climb up

to a given altitude, the aircraft will climb until such
altitude is acquired and then maintain it.”

 Are there situations when this does not occur?
 Are there features of the design which might conspire

1

against this happening?

Rather than focus on the user’s expectation or
performance set constraints on the behaviours that
are possible in order to explore whether there are
possible areas in which the user might have

problems I N
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Checking constraints

- If the altitude capture (ALT) is armed the aircraft will
stop climbing at the desired altitude (selected in
ALTDial). This can be expressed as the CTL formula:

— AG((plane.altitude<ALTDial.needle®ALT)->
AF (pitchMode=ALT_HLDA
plane.altitude=ALTDial.needle))
» A trace generates a situation in which the pilot
continuously changes the climb rate when altitude
armed

- An additional condition excludes the possibility of
descending

— AG((plane.altitude<ALTDial.needle®ALT)->
- AF((pitchMode=ALT_HLD" . \
1 plane.altitude=ALTDial.needle)10 II[K( ;
v (plane.climbRate=-1)) ATARNNS



An interesting trace

- Checking leads to trace indicative that changing the
pitch mode to VERT_SPD (for instance by setting the
corresponding dial) when in ALT_CAP terminates the
request to stop climbing at the target altitude

- When the pitch mode changes to ALT_CAP, altitude
capture is switched off (see Axiom 8) even though
the aircraft is still climbing.

- Subsequent pilot action causing change to pitch
mode means aircraft climbs past the target altitude

» The counterexample prompts the designer to
consider whether there is enough information
provided by the MCP so that the pilot may be kept in
the loop.

No assumed model of pilot interacting with device,
however trace highlights situation that may be of
iri human factors concern ” [ IH{ A



Property checking

Exhaustive behavioural usability analysis of interactive
systems

— Moding, visibility, recoverability, consistency, predictability ...
— Analysis typically performed by usability experts

For “traditional” dependability there is often formal analysis
of

— system-theoretic properties: e.g. stability/continuity, robustness

— dynamic temporal properties: safety, liveness, timing

... and the analysis is performed by formal methods experts

Several issues are related, e.g. recoverability and
robustness



Formalising Usability Requirements

“Users often choose system functions by mistake and will need
a clearly marked ‘emergency exit’ to leave the unwanted state
[...]. > (Nielsen and Mack 94)

v

In all possible execution paths 1t 1s possible
to reach a previously visited configuration after
an unwanted user_Iinput occurred.

v

recovery | AG(<configuration> & <user_input>)
template: -> AX EF(<configuration>)
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Templates for Temporal Logic properties

- Dwyer’s templates can also be addressed from a usability
point of view:

Usablllty Pr@perty Patterns

Dialogue Cantral

Effect
vlslblllty
Acotion

Visibility

Mﬁde Complexity

Consistency

Error

Prevent ion RFecoverability

Flexibility Efficiency
of Use

- Based on such templates a CTL property editor can be
developed



IFALIS Analysis Environment —— Model: hiti_sate
File Options

You are here: Load System Madel

Run Model Checker (Cad5MY) |—» View Results

—
.-'-"""'-F'

Specify Requirements

(Prupertv Editor |’Pmuf Strategy rTrar.'e Yiewers |’Mnde| Source viewer r5vstem Log |

Property Specification Pattern Selector Instantiation of selected Pattern

[J Usability-related Property Patterns
D Restartability
D Recowverability

Instantiation for Model:[hi fi_safe

Selected Pattern: Precedence (between Q and R)

@ [ Reachability CD_MODE -
[ of Actian/state state = CO_PAUSE B

= ili . ) tate = CO_PLAY =

D mega-Reachability The situation state | 2]

D Completeness state = CD_|DLE ||

@ CJRobustness FFWD_SIGNAL -

D Error Recoverability
D Fault Talerance

D Fredictability

DI Consistency

is always preceded by
CD_MODE -

state = CD_PAUSE
state = CD_PLAY

|:§:§ | ]

a gituation

D Maonaotany state = CO_IDLE |

[ Flexibility FPWD_SIGNAL -

[ unde/Redo between a situation described by
&= [ Visibility state CONTROL_MECHANISM -

D Infarmation Cwerload state = HIFI_COM I: =
@ [ Maode-Related e

@ [ Mode Camplexity
[ status Visihility
D Cperatian Visibility
D Mode Redundancy
D Mode Coupling

[ kdmda miiameiee

—LUsahiIity Templates |System-theo. Patterns |

—ssss—isxxy—] Between_Q_a... v

@ R Q@ @GR @

View/Customise fCheck Property

Generate TL expression in: @ LTL (3 CTL Load | pave| |Check| Property

(CONTROL_MECHANISM__sub.state=HIFI_OFF)I)) & -
F{{CONTROL_MECHANISM__active & ]
(CONTROL_MECHAMNISM__sub.state=HIFI_OFF}})}) -=» —
(0! (CCONTROL _MECHANISM__sub . PLAYING__sub.CD_MODE__active &

{CONTROL _MECHANISM__sub,PLAYING__sub.CD_MODE__sub.state=CD_PLAYI)3I) U
{CCCOMTROL _MECHANISM__sub . PLAYING__sub.CD_MODE__active &

{CONTROL _MECHAMNISM__sub .PLAYING__sub.CD_MODE__sub.state=CD_IDLE})}Y |
((CONTROL_MECHANISM__active &
{CONTROL_MECHANISM__sub.state=HIFI_OFF)I}3))

Scope:

: {Example)

-




Run Model Checker |——— View Resulis

Specify Requirements

ﬂPrunf Strategy |’Trace Viewers |/I'u'lnl:|e| Sources |/5].rstem Log |

Specification Pattern Selector : Instantiation of selected Pattern
cification Patterns Instantiation for Model:[abst-MD38vAP
ce Selected Pattern: Response (aglobally)
1ce :
s ality
znce
ded Existence _
ACTION |press _IAS_Button [+
turn _ALT _knaohb 55
dence
: pull_ALT _knob —
Mse emle A LT lem L. x>
nd by |USER1 -
; always leads to -
| Precedence 55 ¥ state is "ALT_CAP" =
| Response state is "AUTO_ALT _CAP" B
an state is "CLMEB" [ |
in |DISPLAYS -

View/CustomisefCheck Property

Generate TL expression in: @ LTL (3 CTL I'Luad Fawa Eheck Prope

ACCUSERLI__active & USER1.turn_ALT_knob & USERL1.pull_ALT_knob)
-> E(DISPLAYS__active & DISPLAYS.state=CLMB))

'mnlates |Svstem—-then. Patterns |



—_— View Results

Specify Requirements

r—|/Prnuf Strategy |’Trar.e Viewers |’Mude| Sources |’5]rstem Log |
Strategy for complex Proofs

Frowe properties under certain assumptions.

reachCLMBwviaalTknob under assumptions [heverReset -
anlydneInputAt_a_time

roperty

onl yTwolnputsAtince
notZrash

SITEIEQF|| | | hewverAlThel owZe ro

alwaysBothPanelsAccessible

L]

ary of this strategy:

leset: assert
ACICTRL_MECH.reset) ;
LThelowZero: assert
ACTALT=0) ;
LMBwiaAlLTknob: assert
Al(Userl__actiwve & USERL.turn_ALT_knob & USER1.pull_ALT_lknaobd
-» E(DISPLAYS__actiwve & DISPLAYS.state=CLMB));

newverReset, neverATLbelowZero prove reachCLMBwiaalTknaob;



/* Query */

AG(playing_state=CD_IDLE)&

AF(~PLAY_SIGNAL) -> (~EF

(playing_state=CD_PLAY))

/* state 1 */

CTRL_MECH.state = OFF,

CTRL_MECH.playing_state = INACTIVE,

CTRL_MECH.CD_MODE =0,

USER. pressONOFF_Button = 1, ° C ‘t pI
CTRL_ELEM.ONOFF_SIGNAL = 1, Oun er exam e
USER.pressPAUSE_Button = O, .
CTRL_ELEM.PAUSE_SIGNAL = O, —

USER. pressPLAT_Button =0, Can traces pOInt to
CTRL_ELEM.PLAY_SIGNAL = 0, . . f)
DISPLAYS.AUDIO_state = QUIET, Interaction prOblemS !
L---1

/+ state 4 */ — Traces contain
CTRL_MECH.state = ON, . .

CTRL_MECH.playi = CD_IDLE, .
CTRL_MECH.playing state = oD information about:
USER.pressPAUSE_Button = 1, ” h
CTRL_ELEM.PAUSE_SIGNAL = 1, °

USER. pressPLAT_Button =0, a SyStem States t at
CTRL_ELEM.PLAY_SIGNAL = 0,

DISPLAYS_.AUDIO_state = QUIET, are relevant

L---1 .

/* state 5 */ * users involved
CTRL_MECH.state = OFF,

CTRL_MECH.playing_state = INACTIVE, .

USER. pressPAUSE_Button = 1, « environmental factors
CTRL_ELEM.PAUSE_SIGNAL = 1,

USER. pressPLAT_Button =0, .
CTRL_ELEM.PLAY_SIGNAL = 0, ® t b q t I g
DISPLAYS_AUDIO_state = QUIET, races Can e UI e On
L---1

/* state 6 */ d h d t d
CTRL_MECH.state = OFF, an a'r O rea
CTRL_MECH.playing_state = INACTIVE,

USER.pressPAUSE_Button = 1,

CTRL_ELEM.PAUSE_SIGNAL = O,

USER. pressPLAT_Button =0,

CTRL_ELEM.PLAY_SIGNAL = 0,

DISPLAYS.AUDIO_state = MUSIC,

L---1




Trace comparison

Trace Visualisation Tool - M. Kermelis v1.1
File Help

traffic lights

Options Help

specification AG GWITCH_ON - = AF TRAFFIC_LIGHTS__sub.OMN__sub.state = RED) is false

State 1 State 2 | state 3 | State 4 | State 5 | State &
TREAFFIC_LIGHTS__active 1 1 1 |1 |1 |1
state TREAFFIC_L... TRAFFIC_L... TRAFFIC_L... TRAFFIC_L... TRAFFIC_L... TRAFFIC_L...
SWITCH_OR 0
SWITCH_OFF
enAMBER.
enioREEN
enkED
LR ARDS
TREAFFIC_LICHTS__sUPWARDS
Om__sUPWARDS
Qi __rUPWARDS
D_out__TRAFFIC_LIGHTS
TRAFFIC_LIGHTS__sub.OM__active
TRAFFIC_LICHTS__sub. state
TRAFFIC_LIGHTS__sub. D_out__0k
TRAFFIC_LIGHTS__sub.OMN__sub. state
default

traffic lights 2

Options Help
specification 1EF (TRAFFIC_

)N o) Rl Nor) Kol Ko] N for]

TRAFFIC_LIGH
state
SWITCH_
SWITCH_
enamEBE
enCREEN
enkED
P ARDS
TRAFFIC_LIGHTS__sUPWARDS
Om__sUPNARDS
QN __rUPWARDS
D_out__TRAFFIC_LIGHTS
TEAFFIC_LIGHTS__sub Ok __active
TRAFFIC_LICHTS__=sub. state
TREAFFIC_LIGHTS__sub.D_out__0n
TREAFFIC_LIGHTS__sub. OM__sub. state
cefault

A el Rl Kol Ro] Fo) o] Ko Ror) Ko ) o)

CREEM GREEM

=

| OS2 R| OS] DD 2|

Welcome to TVT...by M. Kermelis

r | R
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Sample domain: A processing plant

tank 2f tank 3f
process X rOCESS
' product C product[)\*

pump3 @

Pump 4

Direction

m D

BWD FWD

==

duct C'/ ~—"
produc pump 5

product D
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Modelling a mobile device

» Ubiquitous control of a sewage plant

+ Control device implements a “bucket”
metaphor

— Buckets filled with status information relating to
pumps, valves and displays passed as the
operator does rounds in the plant

— Monitor role and control role, buttons also
collected into buckets — currently limited to two
controls at a time

 Need to model the context in order to
understand how the device relates to the

I context 21 DIRC



Alternative approach to modelling
interactive Systems (Degani)
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CONTROL MECHANISM (=device core)

22




Model 1: controlled devices and
environment

pONTROL MECHANISH

PUMPICTRLIM ™
PIDH _SIG[in{TIEMPTY} PMPICIFF " . FIOFF _SIG
andl in{FMFSOFF) )/ or FULL_SIG/
FIOMNDISF SETSI 10 DISF UNSETEIG

PIMP1ON PMPl
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P1¥OLDISE _UNSETSIG—" ‘JGLCHP [PIOFF _SIG
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l+
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TANKICONTENTS ™
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Model 2: Pucketizer “bucket”
mechanism

| CONTROL _MECHANISM

{ BUCKETS ™
/" BUCKETZ ™
(CGRABLINGSIC and GRABLINGSIG and
[ FOSE [ FOSS
g &
/BICONTENT:=0; B Cruvsiey PICONIENT==0 cppryongy TENT:=2
BXCONTENT:=0; BICONTENT =0 EICONTENT =0
E3CONTENT:=0;
EUCENO:=1, ONECCMPIEZ T BICONTENT== INITES EICONTENT==
CRMVEIG CGRARLONGSIG CRMVEIG CERABLONGEIG
BUCKET1 I 1
[ini TWOCOMESEZ [inPOSS))Y  BICONTERT==3 [ TWOCOME1EZ) | [in{FOSE)
E::fi‘";?;;fssm and GRABLINGSIG and BICONTENT:=1 | BICONTENT:=3 r BICOHTENT:=2 BIGONTENT 53
BICONTENT' SV S— oo pELCTSIG TWOCCMPONENTSEZ
CRMVSIG) CRMYVSIG) LEIVL:= ?‘ CSLOTSIO
BICONTENT:=0) BICONTENT:=0) ORI WO CONDaE:
S —
CNECOMPLBI et O LB EiconTERT-=2 . CaLOTSIG Y
CRMYEIG CERAPLONGEIG CRMYEIG 1 coharroncsic ‘1‘ ESLCTSIG
[ THOCOMESER [inePossy)y  BICONTENT==3 [ TwnCoMEPiER) [indFOSH)Y
BICONTENT:=1 “BICDNTEHT:E BICONTENT:=2 Big"nNTEHT:g . BUCKETS ™
TWOCOMPONENTSEL (CERABLINGSIE and EMFTYES GRABLINGSIG a0d
[ POSZI .
f CELCTRIG bel CTSIG ] [ BOSE]
- s BICONTE EICONMENT==0 TENT =2
THOCOWMPIE] | TWoCONPIE] . CRMYEIG! CRMVIIG! =
N CSLOTSIO y EICOHTENT:=0 EICOMTENT:=0
EICONTENT== Imm%mcnnmm::z' ONECOMPSES
CRMVSIG] CORAELONGEIG CRMVEIG ' coharLoncsic
[in{ TSWOCOMEEZM [infFOS6Y)Y  BICONTENT==3 [in{TWOCOMEIEZ [in{POSI
BICONTENT:=1 | BICONTENT:=3 + EICONTENT:=2 BIGONTENT 43
TWOCOMPOMNERTEES
? CaLCTRIG
DCONPLES ..._TWOCOMPSBSI
CaLCTaIG
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Model 3: Pucketizer device controls

| USER_INTERFACE |

" [TEMPORARY ELEMENTS| A
/ PUMP1_CONTROLS & PICTRL VIS N
{“fﬁiﬁfﬂ%;‘éﬂ;’gﬁgg‘;ﬁfﬂ b ex(POST 00t in{ ONECOME1EZ) and.
(b | a .
PICTRL VIS Ce(PSCTRL IVIS) l not inf TWOCOMPONENTS)] or BSLCTSIG
/ PIONOFF - | PLVOL - | PIVOLUP | PIVOLDOWHN ™
Pl[? N RGIFF: o HEOQLRMH isp | @] PLWOLUP | | PIVOLDOWH
n SETSIBor | n o | DARK . DARK
;afa;lg;\;ﬂﬂ [in{PMP1_OMp] | ;af‘_rgfg; ME/ VDLI};TEPI;EE lﬁ' wp BfvOLUE: T | wp P1voLpowws |
_ tap |FIONOFE/ E
o P IONOFE/ | p_HtvoLuBEr — ]| SETHEWYOL SIG | SETNEWVDL SIG
F1 - | FI¥OL SIG | |
UN P1ONOFF o | PIVOLUME | PIVOLUP | PIVOLDOWHN
. ILLUMINATED | ILLUMINATED | ILLUMINATED | [LLUMINATED | /
| PUMPZ COMNTROLS T oo oo |PUMPS_ CONTROLS |
@+ P3CTRL_INVIS BSLCTSIG o {e;ﬁussy P5CTRL_INVIS |«
ien(POSE) ox [inf ONECOMP3ET) 1 ex(FOS6I ot in{ONECOME3ET) and (ot i ONECO ISBB}} (o0 FOR53 o [ DNECOMESES])
PCTRL VIS ot in{ TWOCOMPONENTE)) and not i TWOCOMEPONENTS)] o ESLOTSIG l and [in{F 1ICTRL INVIS)
_ [ PSCTRL_TNVIE)] ¥ ' and in{PACTRL, TH¥ISY
I | — -
(Pacno F3CNOFE \TIBWD TBIDIR BWD [+ # PAFWD FIDIR_FWD @ A | (PSCTRL_VIS -
DARK SETDI;P-:E ' DARK ! DARK | PSSEI;{FF DISP
. | tap_P3EWD/ | tap_PIFWD/ 16 o
tap_PRONOFR/ [inFME3S_PI0] | pofesmDISE 816 | papen s1o PYEWDDISE SIG | paporn =1 [ vap FSONGFE/ [l PMES O]
F30N _SIG | o P3ONDISE - ol PAONDISF - | =
- p_PIONOFE/ e PBWDDISE SIGof | yhiopnere - PSFWDDISE SIG o PSON_21G sl PaONOEES
PS0FF _SIG [in{PME3_BWD)] [io M3 PR f | 1| o Se0FF S
P30 F3CMNCEE : PICIR BWD | PILIR_FWD | |vntersie [ PSoTBEE
UNZETSIE | [LLUMINATELD ILLUMINATED ILLUMINATED I
' | | J ILLUMINATED )
. ! A
| PERMANENT_ELEMENTS |
T |
BUCKET_SLCT_BUTTC'NI COWPCOMENT DEL BUTTOM | COMPOMENT GRAE BUTTCOMN system
1l CORABETTH/ model
#+BSBTTN RELEASED| | @+CDBTTN RELEASED| | @+ /CGBTTN _RELEASED[—-. cGra® LONGSIG yi
[y 3 ¥ B
d | CDELETTH I CGRAEETTH
pressBRETTH  opgerToy | s wlCDERETTH, | pss rel CGRABETTH/ |CDBTIN_DEL&Y
. ESLYTSIG ¥ CDEL G | ¥ CGRAE SIG “TRUE or
| BDBTTN_PRESSED | | CDBTTN_PRESSED | | CGBTTN_PRESSED )_/ counter-example/
= | = | — J witness traces
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Analysis: Model validity

Does the model behave as intended?
— “sanity”' deadlock-freedom, state/event reachability

goal reachability™:
Can product C be produced?
What is the easiest way to produce product C?

What is the “best” way to produce C under assumptions
ai...an?

Is it possible to reach unsafe states?




Trace Comparison

Goal/Property:
“Reachability
of a state
where end
product C is
released”

a) Control room interface
b) Pucketizer

c) Pucketizer (forgetful

opérator)

openPmpl

¥
l closePmp

¥
I revertP3

b J

goFosé

!

getPmplctrls

openfmpl

savePmplctrs

!

goFosE

!

getPmp3ctrs

savePmpactis

¥

closePmpl

¥

revertP3

fjoFoss

!

getPactrls

openPa

goFosé

!

getPmplctrls

openfmpl

b J

goFosE

!

getPmp3ctrs

¥

b J

goPoss

!

getPmplctrls

closePmpl

goFos6

!

getPactrls

fjoFoss

!

getPactrls




Allocation of Function

- Aim: To allocate functions amongst the human and
machine roles

« So that:

— A coherent set of roles are produced

— Automation does not interfere with the person’s ability to
perform the role.

— Automation supports the person’s performance of a role.
— There are acceptable levels of technical risk.

— Proposals are capable of satisfying the functional
constraints.

: : DIRC



Dynamic allocation assumptions

* In the face of a change in circumstances,
workload or situation awareness for example,

switch level of automation to perform the
same function

In practice, this is a very simplistic view of the

way operators need to handle time critical
situations

1 29
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Hyd raulics fault [Fields & Merriam '99, Doherty, Massink, Faconti ‘01]

( Blue 0 o Servo 1
. Rudder
L Reservoir />< D Servo 2
( Green h o Servo 1 Al
) leron
L Reservoir ) D Servo 2
Diag | Fix Decision parameters:
TFaiI Performance and time
_ : Current workload
Fix Diag Concurrent tasks

TFail

TFail

TFail

TLand

30

Dynamics of problem [fluid loss]
Stage of mission [time to land]
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Analysis of decision procedure

- Appropriate automation: operator in control?
— What parameters in the decision
— What boundaries to the decision
- Initial analyses concerned with extreme conditions

— based on model checking (similar to Doherty, Massink and
Faconti)

- A family of techniques required concerned with
typical behaviours, extreme behaviours, experiment

« One concern is how to deal with battery of methods —
can we focus experiment using analysis, for
example?

g g DIRC



PaintShop: Task
Supervisory control of a dual-line produ
Money earned per item painted [1p]

Automatic or manual painting [4s vs. 2s]

Fault monitoring and servicing: Repair or replace

Repair: No cost, but line unavailable for 24s
Replace: Line available immediately,

but [6, 8, 12]p cost

Earned so far: Op This trial: 7p

P /DOWA 1T O

ction plant

o

Auto/Manual

[ ] [ ]

Repair/Replace I:I

N, B
[ ]

Auto/Manual
Repair/Replace

N\



Temporal properties
«  Sequencing

— How does the sequence in which actions are performed
influence performance?

* Real-time
— What are best/worst case execution times for a job?
— How do bcet/wcet vary under different workloads?

- Suitable strategies for decision making:

— What is the minimal time required to paint all items
(regardless of costs or replacing parts)?

— What costs does the operator need to be prepared Y e

in order to paint all items within a certain time limit?

IF 33 [ I rI £
ter-ex le/
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Real-time models

» real-time is explicit element of the model,
represented by continuous variables

wait_until decision_ wait_until END OF _
all pumps_ switch_PSON P1ON TASK
OFF _

telock<=n_ ;- xPIONOFF! PLONOFFilluminated?

Y
@ telock: =0

clickP2ZONOFF!

Y
telock:=0 -/ O

tclock==n

VIOLATION

g g DIRC



Explorative application of model checking

1. starting from a device-centric model
=> all possible user inputs

2. gradually add assumptions about user and
environment behaviour

=> sub-set of “sensible” user inputs

- formulation of assumptions:
1. as part of the property specification

2. by model enhancements (e.g. observer
automata or model decorations)

odel checkel
[ ] [ ] < A
Irl 35 [ I TRUE" or
\ I witness traces



Influence of task models on explored input

Space
(el possible” user inputs A
* no task model
- J
~

O @
» constrained
“task space” -/

+ normative task model

certain task

Iri



1

“Task space” constraints: {DD D}

Focus of analysis:
Given:
1. a device specification and

2. a desired target “situation” (= state
of the device and environment)

Question: What assumptions can/need
to be made about the user?

37




1

“Task space” constraints: {D

« Goal:

Constrain search by
adding constraints

(= set of state machines)
on the user behaviou

- Example:

“Whenever the user

r

realises that a nozzle
IS blocked he/she will

opt to either replace
or repair the nozzle”

38
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responsive user:

pliault=35,
W=

pl fault=5 replacel!
Win-=>5

repairl !

p2 fault=5,  p2fault=5

WIN=3 repair? !
replace?!
Wln-=>5

IR



Normative task models oo,

Focus of analysis:
Given: A specification of
1. the device under development,
2. relevant parts of the environment and

3. a normative task model

Question: What states of the envwonment
can be reached? :

1 39




Example task:

0. =witch pump 1

“Once all pumps are off,
switch pump 1 ON

O -
T (after at most = steps)
1-2-3

1. Wait until all 2. awitch pump 1 4. Wait until
pumps are OFF aly n pump 1 is ON

Task violation:

e.g. Hollnagel’s
error phenotypes
(here: delay and replacement

i
\

=n)f

[i«

P
wall_untl
g]l _pumps OFF

=l

USER TASKS'

[ind F IONOFF dark) and ind P2ONOFFdark) and{inP 30N OFFdazk)
and inf P40 OFFdark) and inf PSONOFFdark)]

):) [1<=n]fi:=1+1

decision switch
Pl ON

. " [i<=n]iclick_F10MOFF;i:=0

o o

= = walt_unfl

2 _ 2

o " !

= 5 4 [eni P 10N OFFillurninated)]
YIOLATION ENL OF TASK

“"-.. J _'_‘,r'l




WaitRequest

leaks[lleaklD] =0,

preemptable==1
report!
y:=0, iInWait:=1

Repair2

Timed user models

- What is the maximal/minimal time required
for a repair (depending on size and location

of leak)?

dispatch?

GoLoc

y=1,
mmediate == 0,

leaks[lleaklD] ==
report!
y:=0, inWait:=1

leaks[lleakID]--, y:=0

9 y:=0, inWait:=0, lleakID:=leakID

y>=2,

immediate == 1
y:=0

leaks[lleaklD]=0, y>=speed

y<=4

y<=speed y>=speed,

leaks[lleaklID]=0

Repairl

spillage < maxspill/2
y:=0

y=1,
mmediate == 0,

spillage >=maxspill/2
Y=

y <=speed

DIRC



Modelling complex user decisions

» decisions that depend on multiple cost

trade-offs

(time/leakage/monetary costs/ ...)

leaks[dummy]>leaks[lleaklD]
lleaklD := (dummy==cLeak ?

spillage>3, lleaklD : dummy)
time < (tlimit-5), leaks[dummy]<=leaks[lleakID]
ttlleaks=0 DecidedRepair

dummy:=0,
cLeak:=leakno+1

ttlleaks>=5,
spillage<38,

time>=(tlimit-2)
inDiscard:=1

lleaklD:=(lleaklD==cLeak ? E\

DecideWhichLeak

__——teamSent=(teamSent==1

teamSent !=2
dispatchTeam?2!
IcamZPr'ccmplahlc =

(leaks[lleaklD]<3 7 1 : 0).
team2lmmediate :=

(leaks[lleaklD]=>1 7 1 : 0).
3:2)

lleaklD:=0

time < (tlimit-4),
ttlleaks-leaks[cLeak]=0

dummy : lleaklD) C = /E\—"’_ —
-' dummy>=(leakno-1) &/ teamSent '= 1
leaklD:=lleakID, SelectTeam disp'ltch'l't;'_dml .
dummy<(leakno-1) cLeak:=lleaklD, team | Preemptable :=
dummy-++ dummy :=0 (leaks|[lleakID]<2 7 1 : 0
teamSent<3, ) FLa0),

team [ Immediate :=
(leaks[lleaklD]>2 7 1 : 0),
teamSent:=(teamSent==2 73 : 1)

TeamSent

teamSent<3

ttlleaks<=1,

repairConfi rmed?
ttlleaks:=leaks[0+leaks[ 1 ]+leaks[2],
teamSent:=0, cLeak:=leakno+1.
lleaklD:=0

repairConfirmed?
ttlleaks:=leaks[0]+leaks[1 ]+leaks[2],
teamSent:=0, cLeak:=leakno+1,

lleaklD:=0

spillage<14,

time>=(tlimit-4)
inDiscard:=1

RepairDiscarded

o

=

—
__— teamSent==3

repairConfirmed?
ttlleaks:=leaks[0]+leaks| 1 |+leaks[2]

OneTeamReturned

MING



Adding assumptions

about operator behaviour
» temporal logic assertions:

“the operator always forgets to store pump
controls”

assert SAN1:
F ((PUMP5CTRLM.state=PMP50N)
& (TANK1.state=HOLDS C));
assert alwaysForget:
G!(savePmplControls| .. |savePmp5Controls);

assume alwaysForget;

iri using alwaysForget prove SAN1;




Adding assumptions
about operator behaviour

» observer automata: the “forgetful” operator

"Forget to perform storei after n times” "Forget to perform store in situationgs) Y™
7 storeX[ b 1 4 bserver?
; u_r [nl/ stored[i==n] pRsEvEr stored[state=7] pRsErY

i+=1 '
o —
. vy . vy

» check properties under the assumption that
violation states (“forget”) are absent

" : DIRC



Conclusions:
Model checkers are good at...

- exhaustive analysis

- “automatic” analysis
— provided that appropriate input is supplied

- analysis of behavioural reachability properties

— ordering/sequencing of tasks:
* e.g. Hollnagel’s error phenotypes:

* repetition, reversal, omission, delay, premature action,
replacement, insertion, and intrusion

— (physical) timing
— mode complexity

— dialogue control:

- visibility of action effects, visibility of available actions,
recoverability, consistency, error prevention, flexibility,

Iy efficiency of use 45 [ HR—( R
S el &



Conclusions:
Model checking has limitations...

- deliver single, sometimes “trivial”, traces

» hard/impossible to determine tendencies,
e.g. certain types of user behaviour,
characteristics of components that
contribute to potential errors ...

» technique does not suggest corrections

- difficult/unsuitable to use for analysis of
representational properties (layout, direct
manipulation etc.)

g ° DIRC



