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Dependability : ability to deliver service that can justifiably be
trusted

Service delivered by a system: its behavior as it is perceived by its
user(s)

User: another system that interacts with the former

Function of a system: what the system is intended to do
(Functional) Specification: description of the system function
Correct service: when the delivered service implements the system
function

System failure: event that occurs when the delivered service deviates
from correct service, either because the system does not comply
with the specification, or because the specification did not
adequately describe its function

Failure modes: the ways in which a system can fail, ranked according
to failure severities

Dependability: ability to avoid failures that are more frequent or
more severe than is acceptable to the user(s)

When failures are more frequent or more severe than acceptable:
meta-failure, i.e., a dependability failure
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*k Dependability , survivability, trustworthiness: three
names for an essential property

k All three concepts are essentially equivalent in their
goals and address similar threats (trustworthiness
omits the explicit listing of internal faults)

*k Survivability was present in the late sixties in the
military standards (system capacity to resist hostile
environments so that the system can fulfill its mission)

*k Threats are listed in the definitions of survivability and
trustworthiness, while both definitions of dependability
leave the choice open



