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Fault Injection

Activity Valid
System Processing
Faults Invalid

m Test and assessment of fault-tolerant systems
& FT mechanisms

m Explicit characterization of faulty behaviors



Fault Injection as A Design Aid

[ESPRIT Project Delta-4]
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Well-Accepted by Industry as a Whole

m Provider
¢ IBM, Intel, Sun MicroSystems,..

m Integrator

¢ Ansaldo Segnalamento Ferroviario, Astrium,
DaimlerChrysler, SAAB Space, Siemens, Technicatome,
THALES, Volvo,..

m Stakeholder
¢ Electricité de France, ESA, NASA (JPL),..

m Consultant
¢ Critical Software, Cigital,...



Fault Injection-based
Dependability Characterization of COTS SW

15 « COTS » OSs
[Koopman & DeVale 99 (FTCS-29)]
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Dependability Benchmarking
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On Fault Representativeness
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e Software:
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Target System Levels & Fault Pathology
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Target System Levels & Fault Pathology
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Target System Levels & Fault Pathology
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Target System Levels — Ref. & Obs. dist.
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Target System Levels & FT Mechanisms
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Some Scenarios and Challenges...

Impact on the Certification Process:
¢ From process to product -> Agreed/Accepted Dependability Benchmarks

Coordinated Research Actions (Academia + Industry)
¢ WG SIG 10.4, IST DBench and Beyond...

Human-related faults (either Accidental or Malicious)

Combination of Faults:
e.g., Technical Accidental and Malicious Faults

Large Scale Communication Infrastructures and CHI
(Computerized-Human Interferences)



